
What is CHFI?

CHFI presents a detailed methodological 
approach to computer forensics & 
evidence analysis. 

It is a comprehensive course covering 
major forensic investigation scenarios 
that enable students to acquire hands-on 
experience.

Course Content

Hundreds of investigation tools 
including EnCase, Access Data FTK, & 
ProDiscover

Huge cache of evidence files for analysis 
including RAW, .dd images, video & 
audio files, MS Office files, systems files, 
etc. 

Who’s It For?

•	Law Enforcement 
•	Defense & Military 
•	e-Business Security
•	Systems Administrators
•	Legal Professionals
•	Banking & Insurance
•	Government Agencies
•	IT Managers

Learning Objectives

•	How to set up a computer forensics lab
•	Password Cracking 
•	How to recover deleted files
•	How to write investigative reports
•	Roles of first responder, securing & evaluating an 

electronic crime scene, conducting preliminary 
interviews, documenting electronic crime scene, & 
collecting & preserving electronic evidence

Related Courses

•	Certified Network Defender

•	Certified Ethical Hacker                                                                 

•	Certified Incident Handler

•	Disaster Recovery Professional

•	EC-Council Certified Security Analyst

Exam Information

EXAM TITLE
•	Computer Hacking 

Forensic Investigator

EXAM CODE
•	312-49

# OF QUESTIONS
•	150

DURATION
•	4 Hours

AVAILABILITY
•	ECC Exam Portal

COMPUTER HACKING FORENSIC INVESTIGATOR

EC-COUNCIL
Hackers are here. Where are you?For More Information on Certification: https://cert.eccouncil.org/application-process-eligibility.html

https://www.eccouncil.org/programs/computer-hacking-forensic-investigator-chfi/


